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Introduc*on 
This document regulates the terms for the service Cardcam, digital business cards – a part of VXO Design 
AB. The document consists of these terms and the associated appendices regarding data processing 
agreements. All appendices and any amendment or addiJonal agreements consJtute an integrated part 
of the terms. In the event of any conflict between the content in these terms and the appendices, these 
terms shall prevail, and the appendices shall apply in numerical order (i.e., Appendix 1 takes precedence 
over Appendix 2, etc.). 

Contact Person 
The contact person for the provider is: LoRa Beving 
Email: loRa@vxodesign.se 
Phone: +46 70 – 884 21 83 

Descrip*on of Service 
Cardcam is a digitalized business card service where users can share their contact informaJon through QR 
codes, saved directly in the user's digital wallet. The Cardcam Online Portal enables easy ediJng and 
updaJng of the informaJon displayed in the QR code, ensuring that recipients always receive up-to-date 
informaJon. 

Payment and Invoicing 
Primarily, payment is made directly at the purchase of individual Cardcams. Customers can also choose to 
prepay for several Cardcams at once and thus uJlize any discounts. Customers may also be given the 
opportunity to purchase on invoice a]er agreement. A manual assessment is then made by VXO Design if 
the customer is enJtled to it. 
 
In cases where the customer has been enJtled to invoicing, this occurs on a monthly basis in arrears upon 
issuing new business cards or updates in cases where these are charged. Payment must be made within 
thirty (30) days from receipt of the approved invoice and specified costs and any addiJonal charges. 
Invoices are sent primarily electronically in PDF format or as e-invoice according to the buyer's 
specificaJons. Other payment methods may be agreed upon at a later date, e.g., advance payment 
according to agreement. 

Currencies 
In cases where the customer purchases services from VXO Design via the payment exchange Paddle, the 
base currency is Euro. Currency conversion depends on the customer's locaJon. Special prices may apply 
for certain currencies. In cases where the customer is based in Sweden, the conversion is 10, i.e., 1 Euro 
will be charged as 10 SEK. 1 Euro is considered equal to 1 USD. 
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Prices 
All prices excl. VAT. 
 

• Price per new Cardcam:   49 Euro 
• Setup fee:    0:- 
• Monthly fee:    0:- 
• Access to the portal:   0:- 
• Number of portal administrators:  Unlimited 
• Access to support:    0:- (usually, see Customer Service secJon) 
• Update personal informaJon:   0:- / update 
• First card design:    0:- 
• AddiJonal card design: 2* the price of a new Cardcam. Payment is primarily made by purchasing 

two Cardcams in the Cardcam Store (if the customer is not enJtled to purchase via invoice) and 
leaving these unused, which can then be considered as two credits. The customer then contacts 
VXO Design, who designs the card and uploads it to the customer's portal, which then deducts the 
two credits. For purchases of more, e.g., personal design, a quote can be obtained. 

Customer Service 
Primarily by phone/video meeJng/email, secondarily in person at VXO Design – at no cost and as soon as 
possible. Also, support within the municipality of Växjö is included if the order exceeds 15 cards. Other on-
site support is charged with travel costs and an hourly rate of 99 Euros excl. VAT. 

Contract Dura*on 
The agreement enters into force on the day the buyer accepts the terms. The customer has the right to 
request at any Jme that their informaJon be removed from Cardcam's system. This is done in accordance 
with the guidelines and terms specified in the associated data processing agreement. 

Right of Withdrawal and Complaints 
The customer has the right to cancel the purchase within 14 days from the day the service was acJvated 
(i.e., a Cardcam has been created), provided that the service has not begun to be used, i.e., the service 
has not been installed on any device. The right of withdrawal is exercised by noJficaJon to the Seller via 
mail/email/etc., where confirmaJon of the received noJficaJon shall be presented in case of dispute 
resoluJon. A fee of 25% of the purchase price will be applied. 
 
If the delivered service is faulty, the customer has the right to make a complaint about the service. 
Complaints must be made within 30 days from the Jme the fault was discovered or should have been 
discovered. In the event of an approved complaint, the customer has the right to repair and redelivery in 
the first instance, a price reducJon in the second instance, and in the third instance cancellaJon of the 
purchase. 

Dispute Resolu*on 
Disagreements should primarily be resolved through negoJaJon. However, a party is not prevented from 
taking legal acJon based on these terms and thereby iniJaJng proceedings in a general court. These 
terms shall be interpreted and applied in accordance with Swedish law without the applicaJon of its 
choice of law rules. 
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Force Majeure 
If a party is prevented from fulfilling its obligaJons under the terms due to circumstances beyond the 
party's control, which the party could not reasonably have been expected to anJcipate at the Jme of 
entering into the terms, and cannot reasonably overcome or circumvent, such circumstances shall 
consJtute a basis for exempJon that leads to the postponement of agreed Jmes for performance and 
relief from liability for damages and other possible penalJes. 
 
VXO Design AB shall not be held responsible for funcJonal failures caused by third-party providers, 
including but not limited to Apple Wallet and Google Wallet, which may change, remove, or otherwise 
modify funcJons and services that Cardcam depends on. 

Data Protec*on 
We, as data processors, commit to protecJng your personal data and will treat all such informaJon in 
accordance with our Privacy Policy and applicable data protecJon laws. See appendices for detailed 
informaJon. 

User's Responsibility 
You are responsible for ensuring that all informaJon uploaded to the Cardcam service is accurate and 
does not violate any laws or third-party rights. 

Changes to Terms 
We reserve the right to change these terms at any Jme. The updated terms will be published on our 
website and noJfied at least two months plus the current month to exisJng purchasers for them to be 
valid. 

Appendices: 
 

• Data Processing Agreement – Sent in cases where DPA proposes for DPA agreement 
• Data Processing Agreement – Appendix 1 - SpecificaJon 
• Data Processing Agreement – Appendix 2 - Security Measures 

Acceptance 
These terms are accepted by the purchaser by Jcking the box "I accept the terms" in connecJon with the 
purchase. The purchaser also confirms that they are authorized to bind the company to these terms and 
that they accept the terms in their enJrety. 
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APPENDIX 1 - SPECIFICATION  

Purpose 

This Appendix 1 (Specification) specifies the processing of Covered Personal Data that the Data 
Processor performs on behalf of the Data Controller under the Data Processing Agreement.  

The purpose of this Appendix 1 (Specification) is to clarify which processing and personal data 
are covered by the Data Processing Agreement and to fulfill the requirements of Applicable 
Data Protection Legislation regarding the obligation to specify categories related to a Data 
Processor's processing of personal data, see for example Article 28.3 GDPR. 

 

Description of Processing of Covered Personal Data 

The subject matter of 
the processing of 

personal data, as well 
as the nature and 

purpose of the 
processing 

The DPA shall, as described in the Service Agreement, deliver the Cardcam service for 
digital business cards. The purpose of the personal data processing is to spread the 
registrant's contact information using QR codes. 

 

Type of personal data The following categories of Covered Personal Data are processed: 
 

• Contact information, e.g., first name, last name, email address, phone number, 
personal link 

 
Categories of 

registrants 
 

• Employees at the Data Controller 
 

Duration of the 
processing 

Covered Personal Data will, unless the Data Controller instructs otherwise, be processed 
during: 

 
 

• For the duration of the Service Agreement and a maximum of 30 days thereafter 

 

General description of 
technical and 

organizational security 
measures 

The parties agree, without limiting their respective commitments regarding information 
security, that the Data Processor shall take the following security measures: 

• Security measures described in Appendix "Security Measures for Data Processing 
Agreement" to the Data Processing Agreement 

 
Approved 

subcontractors 
The following shall apply for the Data Processor's use of subcontractors for processing of 
Covered Personal Data: 

 
The Data Processor is permitted to hire the subcontractors listed in the table below for 
the processing of Covered Personal Data: 

Subcontractor Type of service 
Digital Ocean, Germany 
Google 

Server 
Data Center (only for Android phones) 

 

 
The Data Processor shall inform the Data Controller about changes in accordance with 
the Data Processing Agreement. 
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Location of processing 
and transfer to third 
countries Covered 
Personal Data may 
only be processed at 

the following locations 

• Within Sweden 
• Within the European Union (EU) or the European Economic Area (EEA) 
• For digital business cards issued for Android, the information shared is stored at 

Google's Datacenter. Data is primarily stored at data centers within the EU/EEA but 
may, in exceptional cases by Google, be distributed to data centers outside the 
EU/EEA. In these exceptional cases, data is stored in a distributed manner, meaning 
different data are stored at different locations in order to separate and prevent 
intrusion. Data is also stored in several different security layers and, of course, 
encrypted. More information about Google's secure servers and locations is available 
at https://www.google.com/about/datacenters/data-security/ and 
https://www.google.com/about/datacenters/locations/ 
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APPENDIX 2 - SECURITY MEASURES 

The Data Processor shall: 
 

• Implement technical and organiza7onal security measures to protect personal data in accordance with the General 
Data Protec7on Regula7on (GDPR) and other applicable laws. 

• Ensure that these measures reflect the latest technological development, risks, and costs. 
• Guarantee that employees and others who have access to the personal data are bound by confiden7ality and follow 

guidelines from the Data Controller. 
• Include, where appropriate, pseudonymiza7on, encryp7on, and the ability to restore data following incidents. 
• Monitor and report any deficiencies or incidents to the Data Controller promptly. 
• If subcontractors are used, ensure that they comply with the same requirements set out in this agreement and inform 

the Data Controller of any changes. 
• Regularly update their security measures in light of changes in technology and the threat landscape. 

 
The Data Processor shall implement and maintain appropriate technical and organiza7onal security measures to protect 
personal data without the right to special compensa7on for this. 
 
The security measures of the Data Processor shall achieve the level of protec7on required by applicable law and, upon its entry 
into force, the General Data Protec7on Regula7on (GDPR), and otherwise be appropriate considering technical possibili7es, 
implementa7on costs, specific risks with the processing, and the extent to which the processed personal data is, or is likely to 
be perceived as, sensi7ve. 
 
The Data Processor is responsible for conduc7ng its opera7ons in a way that ensures adequate informa7on security. The Data 
Processor shall ensure that employees, consultants, and others for whom the Data Processor is responsible, who process or 
have access to the personal data, are bound by an appropriate confiden7ality commitment and are informed about how 
personal data processing may occur in accordance with instruc7ons from the Data Controller. 
 
The technical and organiza7onal security measures of the Data Processor shall be taken considering the latest development, 
implementa7on costs, the nature, scope, context, and purposes of the processing, including risks to the rights and freedoms of 
natural persons of varying likelihood and severity, to ensure an appropriate level of security rela7ve to the risk. 
 
The implementa7on of security measures by the Data Processor shall, where appropriate, include pseudonymiza7on and 
encryp7on of personal data, the ability to ensure ongoing confiden7ality, integrity, availability, and resilience of processing 
systems and services, the ability to restore the availability and access to personal data in a 7mely manner in the event of a 
physical or technical incident, and a process for regularly tes7ng, assessing, and evalua7ng the effec7veness of technical and 
organiza7onal measures for ensuring the security of the processing. 
 
In assessing the appropriate level of security, special considera7on shall be given to the risks of accidental or unlawful 
destruc7on, loss, altera7on, unauthorized disclosure of, or access to personal data. The Data Processor shall regularly monitor 
the effec7veness of its security measures and report any deficiencies or incidents to the Data Controller without undue delay. 
This includes serious security incidents that may have affected the integrity, confiden7ality, or availability of the personal data. 
 
If the Data Processor engages subcontractors to process personal data, these subcontractors must meet the same requirements 
for security measures and data protec7on as those set out in this agreement. The Data Processor shall inform the Data 
Controller about the use of new or changed subcontractors and ensure that there is a wriMen agreement with each 
subcontractor. 
 
Considering the con7nuous development of technology and changes in the threat landscape, the Data Processor commits to 
regularly upda7ng and improving its security measures to con7nue providing a level of protec7on that is appropriate rela7ve to 
the iden7fied risks. 
 
 
VXO Design AB, 2023-06-03 


